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QUAN DIEM VE AN TOAN THONG TIN
e
Quan diém: An toan thong tin duoc xac dinh 1a yéu t6 then chdt khong thé tach roi trong qua trinh
xay dung Chinh quyén dién ttr, thanh ph6 thong minh va chuyén doi s6 cia Pa Nang
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MUC TIEU, CACH TIEP CAN VE AN TOAN THONG TIN
Kién triic an toan thong tin 1a mot kién tric thanh phan cia MUC TlEU THEO NGH' QUYE,T 05-

Kién trac Chinh quyén dién ttr, Thanh phd thong minh R

" Thuéc Top 03 dia phuro'ng dén dau v
chi s an toan théng tin

(cung v&i chi sé chuyén déi sé, chi s6

N thuwo'ng mai dién tor) y
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T6 chitc, Cong din



MO HINH AN TOAN THONG TIN

NHAN DIEN KIEM SOAT VA DAM BAO ATTT MANG

~ 2
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CHINH SACH, QUY TRINH

(2 () ()

Chi thi s6 28-CT/TU ngay 27/3/2023 cita Thanh iy vé ting
cwong sw linh dao cia Pang ddi véi cong tac biao dam an
ninh mang va phong, chong tdi pham sir dung cong nghé
cao trén dia ban thanh pho

Ké hoach s6 329/KH-UBND ngay 18/5/2020 trién khai
Nghi quyét s6 22/NQ-CP ngay 18/10/2019 ciia Chinh phii
ban hanh Chwong trinh hanh dong thwe hién Nghi quyét
s6 30-NQ/TW ngay 25/7/2018 ciia B§ Chinh tri vé Chién
lwge An ninh mang quoc gia

N

Ké hoach s6 90/KH-UBND ngay 26/4/2023 trién khai

Chién lwgc an toan, an ninh mang quoc gia trén dia ban
thanh pho

Ké hoach trién khai cong tac bio dam an toan thong tin
hang nam (16ng ghép chung Ké hoach itng dung CNTT,
chuyén doi so)
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CHINH SACH, QUY TRINH

Ban hanh Quy ché bao dam an toan thong tin

o trén dia ban thanh pho (Quyét dinh s6 4159/QP- > Tﬁj’ pamr201‘9, tat ca ho so
UBND ngay 14/9/2018; thay thé Quyét dinh sb thiét ké, dé cuong - du
9976/QP-UBND ngay 21/11/2011) trong d6 quy toan chi tiét du an ung
dinh mét s6 nguyén tic: dung CNTT déu CS') hang
- Bao dam an toan thong tin 13 yéu cau bat budc, phai muc va chi phi kiém t,hﬁ’
duoc thuc hién thuong xuyén, lién tuc trong sudt qua ATTT doc lap (chi?ém
trinh thiét ké, xdy dung, van hanh, nang cap, huy bo khoang 10% trén tong
hé thdng; duoc thuc hién mot cach dong bo, dau tu muc dau tu)
tap tI.'lAmg,vc() su.ilﬁn.g Cthg, (fhiit sé tai nguyén deé toi > TAt ca HTTT dédu du oc
uu hiéu nang thi€t bi, hi€éu qua dau tu. danh gia ATTT truéce khi

- Trudc khi dua vao van hanh, khai thac, chu quan hé
thong thong tin phai thuc hién danh gia, kiém dinh an
toan thong tin

dua vao su dung chinh
thirc



CHINH SACH, QUY TRINH

Ap dung Tiéu chuan quoc té ISO 27001:2013 vé Quan 1y an
toan thong tin doi1 vo1 Trung tam dir li¢u.

Cac hé thong thong tin déu c6 ban hanh Quy ché quén ly, vin
hanh, khai thac; trong do c6 cac quy dinh vé trach nhi€ém bao
dam ATTT

Ban hanh Quy trinh phdi hop ng ctru xr 1y sy ¢o; phuwong an,
kich ban trng ctru xtr 1y su ¢c6 ATTT (dac biét cac su kién 16n, cac
dip 1, tét,...).

Dinh ky 6 thang/lan ra quét, xur 1y, khic phuc 16 hong bao mat cac
hé thong thong tin. Pinh ky hang thdng sao luvu du phong

(2) (=) () (=




CHINH SACH, QUY TRINH

PHE DUYET CAP PO AN TOAN THONG TIN

Cach lam

Xac dinh, phan loai cac hé thong thong tin quan
trong

Tham muu UBND thanh phé ban hanh Ké hoach,

Danh muc cac hé thong thong tin quan trong xay
dung, phé duyét ho so cap d6 (Cong van so
6821/UBND-STTTT ngay 15/10/2020; Ké
hoach s6 969/KH-STTTT ngay 01/10/2020)

Huéng dan mau ho so cap d6 riéng cho cac co
quan thanh pho - K¢ thira cdc giai phap,
phuong an bao dam ATTT

Thuong xuyén ra soat va tham muu UBND
thanh pho chi dao don d6c xay dung ho so cap
do

Két qua

HTTT CQDPT thanh phd véi 12 hé thong thanh phan da
dugc BO TT&TT tham dinh va UBND TP phé duyét cap
d9 4 (Quyét dinh s6 189/QD-UBND ngay 25/4/2019)
11 hé thong chuyén nganh di duoc S TT&TT tham dinh
va UBND TP phé duyét cap dé 3 an toan thong tin:

Cong Thoéng tin dién tir thanh pho;

Hé thong dicu khién dén tin hiéu giao thong; Hé thong
camera giam sat giao thong;

H¢ théng CSDL dat dai; Hé thong quan trac mdi trudng;

Heé thong camera glam sat an ninh trat ty;

Hé thong giam sat cap nudc;

Hé thong quan 1y can bd cong chirc;

Hé thong CSDL cong chirng; Hé thong CSDL 1y lich tu
phap;

Hé thong diéu khién dién chiéu sang cong cong



TO CHU'C, NHAN LU'C

\ TLr nam 2018 da thanh Iap Ban Ch| dao xay dung Chinh quyen dlen tu va Thanh phé

‘ chi dao dleu ph0| cong tac bao dam ATTT va ung cuu khan cap su co ATTT tren

Thanh 1ap Ti€u Ban An toan théng tin tru'c thudc Ban Chi dao (Quyét dinh so
100/QD-BCD ngay 26/6/2018)

> Thanh 1ap Pdi irng clru su cd ATTT

/ O ATT o oF: YhO VO
‘ bo chuyen trach/phu trach ATTT cua cac sor ban, nganh quan huyen phuong,

- -
, C @ ddc V' C AU O \ \J . C . Y 'd '.'.
-

/
Hop tac voi cac co quan chuyén moén ATTT (Cuc ATTT, VNCERT, B6 Tu 1énh 86,
Ban Co yéu Chinh phd, Cuc A05 - BCA)

J



MANG LU'G'l 'NG CU'U SU CO ATTT TP. DA NANG

Ban Co’ yéu
Chinh phu

Cuc ATTT

VNCERT
Cuc AO05 - Bo
Cong an
Bo Tu Iénh

86 - B Quéc
phong

ISPs

Ban Chi dao
Chuyén dbi
sé DPoi l'rngl clru su’ ¢
(17 thanh vién, 05
bién ché chuyén

/ So TT&TT \

Trung tam CNTT-
TT (van hanh, giam
sat HTTT CQDT
24/7)

Trung tam phat
trién ha tang CNTT
(van hanh, giam sat

ha tang 24/7)

\

trach)
. => Phu hop voi
yéu cau tai Chi
thi s6 18/CT-TTg

Cac doanlJl nghiép ha

l

l

Céan bd ATTT

tang ky thuat cua TP Can bd <& ban
(dién lwc, nwéc, cang, ATTT QHPX . h i
hana khAna ) ngan

» Phong ATTT



TO CHU'C MO HINH 4 LOP AN TOAN THONG TIN

= S6 TT&TT la co quan thuong truc va la don vi chuyén
trach ATTT; Dd1 itng curu su cb ATTT; cac don vi su
nghi€p van hanh, gidm sat, bao ddm ATTT; cac can b0
chuyén trach ATTT tai cac s&, nganh, dia phuong

e Luc lugng tai chd

* To chirc hoac doanh nghi€p giam sat, -> Trung tam Phét trién ha ting CNTT Da Ning c6 bo
bao Vé chuyén nghiép phan chuyén trach giam sat, bao vé ATTT

A Té chitc hoic doanh nghiép doc lﬁp - Trung tdm Phat trién ha ting CNTT Pa Nang dinh ky
. : vt kiém tra danh gia ATTT (6 thang/lan); phoi hop v6i1 Ban

kiém tra, danh gia dinh ky Co yéu Chinh pha, VNCERT kiém tra, dnh gia doc Iap

« Két noi, chia sé thong tin voi Trung
tam Giam sat an toan khong gian

A o

= Trién khai hé thong phong chéng ma doc tap trung; két
noi, chia s¢ thong tin, dir liéu ma doc (100% may chu,
may tram) v61 NCSC

_

11



TUYEN TRUYEN, NANG CAO NHAN THU'C AN TOAN

LAVIN 1N

N a1 . A

e To chuc ca&qu nghi, ho1 thao an toan thong tin;

e T6 chirc cac cudc thi an toan thong tin cho hoc sinh, sinh vién (CTF, Hackathon,...); tap huin bao vé tré em
thanh thi€u ni€n trén khong gian mang

e Trién khai chién dich 1am sach ma doc

Tap huan bao vé tré em thanh

B Cudc thi ATTT quoc té Chién dich 1am sach ma ddc
thi€u nién trén khong gian mang

€ | W GOmHEDaNA X & QN264R3-Geog x | [ 02Ketqud kinhngr x [ 01 Bivh hadng, huc Khoduliew (52027 X (@) Chién dichphéng e X —

G R O hitps/khonggianmangn/chiendichmadoz2022 5 = @ L B d h‘\

AN TOAN TREN KHONG GIAN MANG

& (7Y SCHOOLOF ®
N &) COMPUTER SCIENCE
S

INIVERSITY &

ISITOTU ETF rv7J8| NCSCY

BY DUY TAN UNIVERSITY National Cyber Security Center

CTF.ISITDTU.COM

Chién dich lam sach mé ddc trén
khong gian mang néim 2022

Day la chién dich vi cBing dong, hudng tdi tdt cd cde cd nhdn, doanh
nghiép; ngtin chéin tinh trang cdc website, mdy chi clia Viét Nam

¢ QUALIFIED ROUND: 12 - 13 H Nov thuc hién phét tdn ma déc, tham gia vio ha téing diéu khién cdc
* FINAL ROUND: 18" DEC

mang botnet gy dnh hudng dén uy th, kinh dnh Viét Nam trén

2, MO a RO HE
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DAO TAO, TAP HUAN, DIEN TAP AN TOAN THONG TIN
e
« Tu niam 2017 dén nay; dinh ky hang nim Pa Nang t6 chic dién tip tng ctru s ¢d ATTT (su ¢b tan cong
chiém quyén diéu khién may chu, su ¢o tan cong DDoS, tan cong tng dung web trén nén tang Liferay,..);
 Cu bd phan k¥ thuat tham gia cac dot dién tdp ATTT ciia Trung wong, Qudc té (Pa Nang dan dau Dién tap
ATTT do VNCERT t6 chirc nim 2021 vé diéu tra va xur Iy su ¢ an toan thong tin qua 16 hong phan mém)
*  Dao tao, tap huan k¥ ning chuyén sau ATTT (giam sat, phan tich 16 hong; pentest; diéu tra so;...)
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GIAI PHAP KY THUAT AN TOAN THONG TIN

E-GOVERNMENT INFRASTRUCTURE OF DANANG CITY

RIC VN ©

}.-' ] \w
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Két noi ra Internet tip trung tir hé thong
mang MAN thuc hién vd1 03 nha mang
khac nhau (SPT, Viettel, VNPT) dé dam
bao tinh du phong, an toan, thong subt,
hiéu qua.

Hé thong tuong lta 2 16p (Outbound,
Inbound); kiém soat truy cp giita cac phan
vung mang

Hé théng phong chong xam nhap trai phép
va phong chdng tan cong c6 chu dich; thiét
bi can bﬁng tai, loc thu rac

14




HE THONG PHONG CHONG MA DOC TAP TRUNG
e
«  100% may chu, may tram cai dat Hé thong phong chong ma doc tap trung, két noi vai
Trung tim Giam sat khong gian mang quoc gia ?
Bao cao dinh ky cua Cuc ATTT tong hop
s6 luong may chia sé ma doc

MONITORING & REPORTING / DASHBOARD
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HE THONG GIAM SAT AN TOAN THONG TIN TAP TRUNG

* Kip thoi phat hién cac su kién, canh bao tan cong, rui ro ATTT (DDoS, Botnet, SQL,...)
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KET QUA GIAM SAT XU’ LY SU CO AN TOAN THONG TIN
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